Fresh builds

pimp-my-kali

| use this to install all tools like impacket and so on

.zshrc modifications

I've created several aliases that | utilise throughout my hacking

#custom alias

alias grep='grep --color=auto'

alias fgrep='fgrep --color=auto’

alias egrep='egrep --color=auto'

alias diff='diff --color=auto'

alias ip='ip --color=auto'

alias ss="searchsploit $1"

alias l='ls -1Ah'

alias webup='ls -lah && ip a | grep tun0 && python3 -m http.server 8000'

alias rtfm="/opt/rtfm/rtfm.py"

alias xclip="xclip -sel c"

alias ltr="1s -1tr"

alias cdb="echo /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt | xclip"
alias clearwhite="sed 's/~[ \\t]*//' -i"

alias thm="sudo openvpn /home/chevalier/Documents/vpn/thm/Chevalier.opvn"

alias htb="sudo openvpn /home/chevalier/Documents/vpn/htb/lab Chevalier.ovpn"

alias update="sudo apt update -y && sudo apt upgrade -y && sudo apt dist-upgrade -y"
alias buster="gobuster dir -w /usr/share/wordlists/dirbuster/directory-list-lowercase-2.3-

medium.txt -t 64 -x .txt,.php,.html,.aspx -u



Structure

| keep my VPN settings under ~/Documents/vpn/platform name/ and all my labs or challenges under
~/labs/platform _name .

What else?

sudo msfdb init
sudo apt install bloodyad
sudo apt install terminator

pipx install updog3

e Configure bloodhound
e Configure ligolo-ng

Browser plugins

Hack-Tools # similar to revshells
Wappalyzer # CMS identification
User-Agent Switcher # exactly what it says on the tin

FoxyProxy # for burpsuite
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