gobuster

Basic usage

gobuster dir -u http://TARGET _IP:PORT -w /usr/share/wordlists/seclists/Discovery/Web-
Content/big.txt

Enumerating with extensions (filter the extension based on target)

gobuster dir -u http://TARGET _IP:PORT -w /usr/share/wordlists/dirbuster/directory-1list-2.3-

small.txt -x php,txt,py,html,aspx

Enumerating vhosts (after updating /etc/hosts

gobuster vhost -u <http://hostname.domain> -w

/usr/share/wordlists/seclists/Discovery/DNS/subdomains-toplmillion-110000.txt --ad
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